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1 KubernetesEEHNRER

1.1H12RER
KubernetessEE 289w S. IPEERENIEHAEERWNT:
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1.2 RIHER

#1384 R

OSfA: Ubuntu 16.04.6 Server
Wz A :4.4.0-142

#2 . kubernete s AHIh A
kubeadm v1.18.3

kubectl v1.18.3

kubelet v1.18.3
kube-apiserver v1.18.3
kube-scheduler v1.18.3
kube-controller-manager v1.18.3
etcd 3.4.3

kube-prometheus v0.5+

2 KubernetesZiEidiE
2.1 EEEINRIIRE

1. EFAENEE EAERSssh key, (ETHEBN S MIREEE sshT &Y, mLuT,
ssh-keysgen
ssh-copy-id Tocalhost
#1452 VLB % S node, JiERHT G5
for i in "seq 1 11 ;do
scp -r ~/.ssh k8s@node$i:.
done

2. BEXAVISRENS, BEEEdNAvin, mABKAIP
#IEGHTHLERHI/ete/hosts SCAFHIB MU N N Z, XEEARNLAS Ui 0 At AL & B0 LKA & TP
192.168.1.107 nodel master

192.168.1.104 node2
192.168.1.118 node3
192.168.1.119 node4
192.168.1.114 node5
192.168.1.109 nodeb
192.168.1.134 node7
192.168.1.113 node8
192.168.1.115 node9
192.168.1.51 nodel0
192.168.1.121 nodell

3. fidEsudof®
#1.Ulroot & — A0 hk8s, fiE N/etc/sudoers.d/k8s, WAMT:
k8s ALL=( root ) NOPASSWD:ALL
#IRJEHE D — 1 B P E ST IS SRR
cp /etc/sudoers.d/k8s ~
cd ~ && chown k8s:k8s k8s
#AK8 S SLAF ) HE B AD Y £, IR AR SHAT sudo i G 7 i\ D
for i in "seq 2 11 ;do
scp k8s node$i:.
done

4. EHLERETHL, ET RN
#FHENBIHAR AT R, AT AT 2, Mg BeE AL R N4, DMERITE ST 272 node |-


af://n497
af://n11
af://n12

for i in 'seq 2 11 ;do
ssh node$i sudo hostnamectl set-hostname node$i
done

5. i@idnode &RV ) &> EHL
##2 ) hosts
for i in "seq 2 11 ;do
scp /etc/hosts node$i:.
ssh node$i sudo chown root:root hosts
ssh node$i sudo mv ~/hosts /etc/hosts
done
6. Biaptis
IR A% : https://developer.aliyun.com/mirror/ubuntu
for i in "seq 2 11 ;do
ssh node$i sudo cp /etc/apt/sources.list /etc/apt/sources.list_origin
scp /etc/apt/sources.list node$i:.
ssh node$i sudo chown root:root ~/sources.list
ssh node$i sudo mv ~/sources.list /etc/apt/sources.list
done

7. IR TH R
#MRsudo L F A ZE, W LLIZ1rfE4sudo date
#Msshif i HAPLZE, " LLig{T484 ssh node3

8. WHEBHEMH, THEMER, Py

#2100 fEsshimfE Bk T H, WiMobaxetemH (¥ ToolsHSSH Key Generatord:pi# 4.
#RFBIN AR S % . sshH s F authorized_keys, HAKWLIZ WL3.47,

#5520 {ENRSS# o AR B U7 1) 5 3, R AR Va8 17 i)

#:2 .10, P4Tsudo sum®

#52.2:0, 1&i/etc/ssh/sshd_configft, ¥#PasswordAuthentication yes HJ#il2:, [FIE
Fryestiino, FHFARLEEH

#1%2 .35, iTsystemct] restart sshd

2.1 Kubernetes&iE3iE
2.1.1 HEMER
EREEMERANREREEEFIIATE 28 L& EHRITY

#1. %013 EFTA Mkubernetes/docker P #RE Hib, X HLn] LUl dMobaxterm/MultiExecT)RE T
e, WA LME R for 1 in “seq 1 11 XFhjiA
#MultiExectis
sudo apt purge docker*
sudo apt purge kubeadm kubectl kubelet
sudo rm -rf /usr/bin/kube*
sudo apt autoremove
#shel 14, 2l
for i in "seq 1 11 ;do
ssh node$i sudo apt purge docker*
ssh node$i sudo apt purge kubeadm kubectl kubelet
ssh node$i sudo rm -rf /usr/bin/kube*
ssh node$i sudo apt autoremove
done

#2 . ¥ docker
curl -fssL get.docker.com -o get-docker.sh
sudo sh get-docker.sh --mirror Aliyun
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#3.Jazhdocker ce
sudo systemct] enable docker
sudo systemct] start docker

#4 . @ rdockerf P4
sudo groupadd docker
sudo usermod -aG docker $USER

#5. M sit%n#, 7£/etc/docker/daemon. jsont 5 NN A&
sudo mkdir -p /etc/docker
sudo vim docker.json
#Z NG, KT T A AR B v mIT IS
{
"registry-mirrors": [
"https://registry.docker-cn.com"

#6 . B A s s
sudo systemct] daemon-reload
sudo systemctl restart docker

#7 .2 Fswap, ZHswap/ii[Al: https://github.com/kubernetes/kubernetes/issues/53533
sudo swapoff -a

#8 fFHaliyunfii, FEEMNLZ GRS BRI Hsudo subtl#®|root iz, 50 ATFE 2 H LA i &
sudo su

apt-get update && apt-get install -y apt-transport-https curl

cat <<EOF >/etc/apt/sources.list.d/kubernetes.list

deb https://mirrors.a11yun.com/kubernetes/apt/ kubernetes-xenial main

EOF #4775 catBIEOFIXE—{-shel @4, X //z:f/etc/apt/source Tist.d/HFETFAER—
kubernetesfiscft, SUHFN A Zdeb httpsix

apt-get update

#9. %3 kubeadm/kubelet/kubectl

apt-cache policy #&EH L EAKSs, mFiflkubenetes y1.18.4, (BT ik E = Fdocker
hubiftkube-apiserverss4ifs, FrblixH245k8s v1.18.3

apt-get 1nsta11 -y kubeadm=1.18.3-00 kubelet=1.18.3-00 kubect1=1.18.3-00 #nJLLik
PFHAMMk8sHA, A HiEkubernetes-cni il LA 2, sl llHhiTapt-get install
kubernetes—cn1=0.7.5—OOUA%@H%36&H%§Jcn1Wﬂﬂ%ﬁ

apt-mark hold kubelet kubeadm kubect]

RIS AT A kubeadm T 25 3 (8514

kubeadm config images Tist

exit #U)EFEEH P

L S VRSN E S

#k8s.gcr.io/kube-apiserver:v1.18.3

#k8s.gcr.io/kube-controller-manager:v1.18.3

#k8s.gcr.io/kube-scheduler:v1.18.3

#k8s.gcr.io/kube-proxy:v1.18.3

#k8s.gcr.io/pause:3.2

#k8s.gcr.io/etcd:3.4.3-0

#k8s.gcr.io/coredns:1.6.7

#10. 905 FEEBIEAInstal1-k8s. sh, FHTRIUFEAREA N AT

#! /bin/bash
images=(



kube-apiserver:v1.18.3
kube-controller-manager:v1.18.3
kube-scheduler:v1.18.3
kube-proxy:v1.18.3

pause:3.2

etcd:3.4.3

coredns:1.6.7

for imageName in ${images[@]} ; do
docker pull registry.cn-hangzhou.aliyuncs.com/google_container
s/$imageName
docker tag registry.cn-hangzhou.aliyuncs.com/google_containers
/$imageName k8s.gcr.io/$imageName

e install-k8s.sh&if-——--——-ooocooo -

#11.P47instal1-k8s. shifiA

chmod +x install-k8s.sh

sudo ./install-k8s.sh

#EE LA SIT ER)G, WTRETE ElGetcd BB EFIT — Ftag, PATWI NS
sudo docker tag k8s.gcr.io/etcd:3.4.3 k8s.gcr.io/etcd:3.4.3-0

#12. F#prometheustiCEREML, NG Eprometheus s

sudo docker pull quay.io/coreos/kube-state-metrics:v1.9.5

sudo docker pull quay.io/coreos/kube-rbac-proxy:v0.4.1

sudo docker pull quay.io/prometheus/alertmanager:v0.20.0

sudo docker pull quay.io/coreos/k8s-prometheus-adapter-amd64:v0.5.0
sudo docker pull quay.io/prometheus/node-exporter:v0.18.1

sudo docker pull quay.io/prometheus/prometheus:v2.15.2

sudo docker pull quay.io/coreos/prometheus-operator:v0.38.1

sudo docker pull grafana/grafana:6.6.0

#E Eprometheus <44 4 #5 1l LM kube-prometheusffmanifestsfiimanifests/setup et
2

2.1.2 ZEMasterv =

#1.Ecgroup dirver

sudo docker info | grep -i cgroup

# MRS HATS R N:  Cgroup Driver: cgroupfs

#H Hkubelet i fHicgroupfs ysystem, M AR —%, FrLlFHEA I FEIE:

sudo vim /etc/systemd/system/kubelet.service.d/10-kubeadm.conf

#IXE BT IR SO A I an R & -
Environment="KUBELET_CGROUP_ARGS=--cgroup-driver=cgroupfs"

#IUE PN ZAWBATLL:  Environment="KUBELET_CGROUP_ARGS=--cgroup-driver=cgroupfs --
pod-infra-container-image=registry.cn-
hangzhou.aliyuncs.com/google_containers/pause-amd64:3.1"

#2 . E)gkubelet, sZfr ikilkubelet/s sl RIKT)
sudo systemct] daemon-reload
sudo systemct] restart kubelet

#3 . BRI K 35 R

sudo vim /etc/sysctl.conf

H#LEF] TF RSO R AN AT 25
net.bridge.bridge-nf-call-ip6tables = 1
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net.bridge.bridge-nf-call-iptables = 1
#ME LHMARE, PATW R4
sudo sysctl -p

#4 . YliHtkkubeadm

sudo kubeadm init --kubernetes-version=1.18.3 --apiserver-advertise-
address=192.168.1.107 --pod-network-cidr=10.244.0.0/16 --service-
cidr=10.96.0.0/12

#1:7 rkubeadm initH#H EESHUIT:

#--kubernetes-version: fiwEKubenetesiiiA, WHEANEE LS, <= MNgoogleli T Hiw#i M4
EiSP

#--pod-network-cidr: fgEpodMZE M TPHLIETEE, B MIMELH P TR T — 25 3 F5 1 W A o9 265 I 24 4
£, B R calicoMes, FEEIEEN192.168.0.0/16, WIHRAHHKZFlanne &4 E
10.244.0.0/16. HABCNIMZ£#FL1EZFE: https://kubernetes.io/docs/setup/production-

environment/tools/kubeadm/create-cluster-kubeadm/

#--apiserver-advertise-address: fEw&Emasterfiss KA IpHihl, WEATRE, W4 B SN R 2%
O, @ RANMNIP.

#--feature-gates=CoreDNS: E7fiiflCoredNS, fiNtrue/false, CoreDNSHHFFFEL. 10+ 12T} %]
TBetafh B, &S AKubernetesIHUE £,

#5.kubeadm initfE&HUTHRIIE S 2 FHGHEMITH =44, BLWTF,

mkdir -p $HOME/.kube

sudo cp -i /etc/kubernetes/admin.conf $HOME/.kube/config

sudo chown $(id -u):$(id -g) $HOME/.kube/config

#iE=kubeadm initiESPUTEEHE S HBlkubeadm join 192.168.1.107:6443 --token
tq9yri.dgqod9td3fhiatq02 --discovery-token-ca-cert-hash
sha256:4616b79191ff1161ealb12d35645a0534fd485f9718488chf9774cd55dcd85ea iX—H]
1, BACAX AU, 5 TR AR SO SR 1 B 5 A B R BN Ak 8 s AR BER s Tave s st AT IX A 1l gt v
LT, #ITHIE < ERIThis node has joined the clusterffh

#6 . PUATEE S =25484 5, #HTINR, $UT 24784 i —4&8m]
curl https://127.0.0.1:6443 -k ¥ curl https://<master-ip>:6443 -k
#PAT T LIRTR 2 515 B AR R0 R -

{
"kind": "Status",
"apiversion": "v1",
"metadata": {
e
"status": "Failure",
"message": "forbidden: User \"system:anonymous\" cannot get path \"/\"",
"reason": "Forbidden",
"details": {
I
"code": 403

3

#7 . EE T RRS
kubectl get nodes #Zk¥inodesktTNotReadyiRZS, X EIERIMISEE, 528 58 CNT &4 15 IR
AA <A NReady.

#7 BB IESE, AL lannel N, %
https://www.cnblogs.com/winstom/p/11159165.html,
https://github.com/coreos/flannel



kubectl1 apply -f
https://raw.githubusercontent.com/coreos/flannel/master/Documentation/kube-

flannel.yml

#8 . tr&Epod B BRI

kubectl get pods --all-namespaces #UWI & F|pod#lkt T runninglR#s,
calico-kube-controllers-76d4774d89-5dk5q

kube-system
41h
kube-system
40h
kube-system
41h
kube-system
40h
kube-system
42h
kube-system
42h
kube-system
42h
kube-system
42h
kube-system
42h
kube-system
40h
kube-system
40h
kube-system
42h
kube-system
42h

calico-node-2n6pd

calico-node-hm6hh

calico-node-x46md

coredns-66bff467f8-278w7

coredns-66bff467f8-7w5mp

etcd-nodel

kube-apiserver-nodel

kube-controller-manager-nodel

kube-proxy-2wff5

kube-proxy-9z8rt

kube-proxy-mnjir

kube-scheduler-nodel

2.1.3 ASlaveTi =

R WABRT, EEEASEPodEEEMasterim

A -
< -

A Yi

node "test-01" untainted

taint "node-role.kubernetes.io/master:"
taint "node-role.kubernetes.io/master:"

BB &R Slave T REUHERFHUTIN TES:

I

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

M AR Ins Tave i &

Running O

Running 0

Running O

Running 0

Running O

Running 0

Running O

Running 0

Running O

Running O

Running 0

Running O

Running 0

WRAEEEPodZIMasterTims,

not found
not found

fEMaster i mhHiTkubeadm nitfi A0 sEBR Eaigs T IMAK8s BRI S BEFR 4,

HERTE

kubectl taint nodes --all node-role.kubernetes.io/master-, HAEREZ S TEH:

m¥sTaves&

fE—JHURBUMASERERLE, EZ TKubeadm initseHiFEQBIW . WA 7244/ hit, FFsTavedn
ANSERENTE, WRASE T K.

sudo su

kubeadm join --token <token> <control-plane-host>:<control-plane-port> --
discovery-token-ca-cert-hash sha256:<hash>

#kubeadm joinfg4AHIEILH
#1.<token>H{E AT LU L AEMas te r At AT T H 5 2 3L
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kubeadm token Tist

#2 A R T T IH :

TOKEN TTL EXPIRES USAGES DESCRIPTION
EXTRA GROUPS

8ewjlp.9r9hcjoqgajrjd4gi 23h 2018-06-12T02:51:287 authentication, The default

bootstrap system:

signing token
generated by bootstrappers:
"kubeadm
init'. kubeadm:
default-node-token #3 .78 tokenfIH RN A4/, T T

24/NfTEff Fflkubeadm token TistEiBEARILR, A WRAEHPLEIMA ZIKubernetesER i, &
EFH O token, fldtoken4E4WIT:

kubeadm token create #fH M4 RIMLLIT5didvk.d09sbcov8ph2amjwix i
#4.<control-plane-host>:<control-plane-port>fii&Masterf TP FMAPTI serverff)ig [,
fn: 192.168.1.107:6443, kubeadm7; =\ 223 i) il 5 2 644 33

#5. <hash>HME T Lo fEMas ter g7 i N8R0, i 10 45 525005 TR
8ch2de97839780a412b93877f8507ad6c94f73add17d5d7058e€91741c9d5ec78

openss1 x509 -pubkey -in /etc/kubernetes/pki/ca.crt | openssl rsa -pubin -
outform der 2>/dev/null | openss1 dgst -sha256 -hex | sed 's/A.* //'

#6.fESlave i i PAT e Eidda 2 5, s — BN, fEMasterd#iiTkubect] get nodesiHinl LLFH
FlsTlave i mistFReady RE T

2.1.4 BigSlavep =

#1.7EMaster i fUR AT T 3R 4

kubectl get nodes #3fHlKubernetes&E# T4 fJnodesl|F

kubect1 drain <node name> --delete-local-data --force --ignore-daemonsets
kubect1 delete node <node name>

#2 AERMBR RIS Tave T i b, $ATWI T 54 = B A kubeadm ) 222K 4&

sudo kubeadm reset

2.1.5 ZgMastertv =

#1.fEMaster i b IAT I F 4

kubectl get nodes #ikHlKubernetes®&E# A finode%#

kubectl drain <master node name> --delete-local-data --force --ignore-daemonsets
kubectl delete node <master node name>

sudo kubeadm reset

2.1.6 IIFEERFINRE

#1 K AT SRS

kubect1 get nodes #IEFIHML T FTA 1 ri#fit T ReadyRF
#2 . BIENNR ST nginx-ds.yml, HAKMT:
apiversion: vl

kind: Service

metadata:
name: nginx-ds
Tabels:
app: nginx-ds
spec:

type: NodePort
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selector:
app: nginx-ds

ports:
- name: http
port: 80

targetPort: 80
apiversion: apps/vl
kind: DaemonSet
metadata:
name: nginx-ds
Tabels:
addonmanager.kubernetes.io/mode: Reconcile
spec:
selector:
matchLabels:
app: nginx-ds
template:
metadata:

Tabels:
app: nginx-ds

spec:

containers:

- name: my-nginx
image: nginx:1.7.9
ports:

- containerport: 80

#3 . HATI
kubectl create -f nginx-ds.yml #4550 MNiZ2&f—1STave i m#H — 1 nginx-dsifiPodfEiz (T
#4 . B X RMPod IPEE M, S NAMAping-test.sh, HANEUWT:
#!/bin/bash
podIPs="kubectl get pods -o wide -1 app=nginx-ds | awk '{print $6}' |[grep -v
IP"
count=0
for podIp in ${podIPs[@]}
do

Tet count=0

for i in "seq 1 11" ;do

if ssh node$i ping -c 1 $podIip |grep '100% packet loss' ;

then
echo "node$i ping $podIip error" ;
else
Tet count+=1
fi
done

if [ $count == 11 ];then
echo "all sTave node ping $podIp successful!";
else
echo "ping $podip failed"
fi
done
#5 AT A
chmod +x ping-test.sh
./ping-test.sh
#6. WA ping-test. shs AT IR 55 TP Al aA . W ping-test. shiAT G KI5
pingilliA &M, MATAFEHAT—IR, SE—RA] Re o A TR B — vl & TART R, BT |F— M )
#6. LIRS IPTT s, %EMAsvc-test.sh, HAAWT:



#!/bin/bash
clusteriP= kubect]l get svc -1 app=nginx-ds | awk '{print $3}' |grep -v IP"
echo "clusteriP=$clusterIP"
for i in "seq 1 11" ; do
ssh node$i curl -s $clusterIP | grep "<title>Welcome to nginx"
done
#7 . PUTHIAsvec-test.sh
chmod +x svc-test.sh
./svc-test.sh #7111 <title>welcome to nginx!</title>FRRMREIPZATIAH
#8. Mk oA, 45 Aport-test.sh, HHNAWT:
#!/bin/bash
count=0
nodePort="kubectl get svc -1 app=nginx-ds | awk '{print $53}' |grep -v PORT |
awk -F ":'" "{print $23}' Jawk -F '/' '{print $1}'"
for i in "seq 1 11°; do
ssh node$i curl -s node$i:$nodePort | grep
Tet count+=1
done
echo "total count=$count"

<title>Welcome to nginx"

#9. ¥ Tport-test.sh

chmod +x port-test.sh

./port-test.sh #n%Ht 711 <title>swelcome to nginx!</title>b K& /GHitlAtotal
count=117 /KNodePortth & Al ik

#10. 2, UHIERHEE KT

Bxe%:

1. {Fkubeadm ZBZ Kubernetes(ERILE)

2. 7Z£Ubuntu 18.04 &% Kubernetes

3. Creating a single control-plane cluster with kubeadm
4. kubeadmZZckubernetes

5. kubeadm#J#8t KubernetesEgt

6. Kubernetes-1.18.05 0] FHEEFERE

7. {EAkubeadmZZEkubernetes v1.18.x

2.1.6 HeEi#EKubernetes&EEH

o c— 5 ER= KUBERNETES &8

e Kubernetes ubuntu il <3
o Kk8s1.12{fi4t, —iH&IZEE (AEET{FEHER)
e kubernetes1.12 -5l Lit mst

3 gfEkube-prometheus

3.1 gfEkube-prometheus

#1. F#kube-prometheus

git clone https://github.com/coreos/kube-prometheus.git

#2 .23 kube-prometheus

kubectl create -f manifests/setup

kubectl create -f manifests/

#EE I 4T kubectl get servicemonitors --all-namespaces £:75%INo Resources found

4


https://juejin.im/post/5b8a4536e51d4538c545645c
https://www.mls-tech.info/docker/k8s-installation-on-ubuntu1804/
https://kubernetes.io/docs/setup/production-environment/tools/kubeadm/create-cluster-kubeadm/
https://feisky.gitbooks.io/kubernetes/deploy/kubeadm.html
https://www.cnblogs.com/winstom/p/11159165.html
https://zhuanlan.zhihu.com/p/121100475
https://www.kuboard.cn/install/install-k8s.html
af://n428
https://k8s-install.opsnull.com/
https://blog.csdn.net/qq_17054989/article/details/86219520
https://blog.csdn.net/qq_25611295/article/details/83998120
https://blog.csdn.net/a735131232/article/details/83352517
af://n138
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#3 . HARE LY TSR, Bmonitoring namespace | i IPod#B4L T runningiIR4s, TR
prometheus® i, {fi/fkubect] get pod -n monitoringfm4 &%

NAME READY STATUS RESTARTS AGE
alertmanager-main-0 2/2 Running O 55s
alertmanager-main-1 2/2 Running O 55s
alertmanager-main-2 2/2 Running 0 55s
grafana-5c55845445-nxvw8 1/1 Running 0 53s
kube-state-metrics-957fd6c75-8vm26 3/3 Running O 53s
node-exporter-58bww 2/2 Running 0 53s
node-exporter-65tqgk 2/2 Running 0 53s
node-exporter-7v7m5 2/2 Running 0 53s
node-exporter-7w8mn 2/2 Running 0 53s
node-exporter-9gqtd 2/2 Running 0 53s
node-exporter-9sc28 2/2 Running 0 53s
node-exporter-jj95q 2/2 Running O 53s
node-exporter-sjghq 2/2 Running 0 53s
node-exporter-x8bhx 2/2 Running 0 53s
node-exporter-xm8pq 2/2 Running 0 53s
prometheus-adapter-fb65f8f5f-4wgrs 1/1 Running O 53s
prometheus-k8s-0 3/3 Running 1 54s
prometheus-k8s-1 3/3 Running 1 54s
prometheus-operator-5b96bb5d85-s5kc8 2/2 Running 0 62s

#4. I T R SE BN Rprometheus 238 i), N E Kprometheusiii#siat, LUE MEEREAN
i prometheus
## 4.1 1B§

2

#4 .55 K% H%. https://blog.csdn.net/Happy_Sunshine_Boy/article/details/105708921

3.2 EIPrometheusifaiEzt

o BMECES{H kubect] edit svc/prometheus-k8s -n monitoring , {EXGZ3{E+HInodePort
Ftype, #NTE:

riP: 10.102.82.202
alTrafficPolicy: Cluster

web
ort:

ol: TCP
ort: web

prometheus

theus: k8s
Affinity: ClientIP
AffinityConfig:

iEE: nodePort@FEH), ImHASHCHEE, types#INodePort, XAFEIIHRZAIING
IP+30090im eI LASElprometheus T, hREERE(US T H:


af://n142

Prometheus Alerts Graph Status ~ Help

O Enable query history

Expression (press Shift+Enter for newlines)

Execute - insert metric at curs =

Graph Console

H W

Element

no data

Add Graph

o (BMECES{Y kubect] edit svc/grafana -n monitoring , {&EUZ3{4FEInodePortf]
type, d1TFE:

" ClusterIP: 10.110.136.177
externalTrafficPolicy: Cluster

grafana
onAffinity: None

-McdePort

IBEERFUSTHE, & GranafafIERIKFFIZEEZadmin



<« =] ‘@' © | (© localhost:30000/70rgld=1

Dashboards -

o (BMERESY kubect] edit svc/alertmanager-main -n monitoring , {EBUZS{4hHY
nodePortftype, 1325 ML,

3.3 Prometheus|a)§afZR

1EB1Z1P+30090i%8;&localhost+30090i% M, Bf_EEprometheus(&fdnodePort, &
prometheusZ558RA, &Imonitoring/kube-controller-managerfmonitoring/kube-scheduler;&H&
M Est=ENR, BIE1ERR0/0up, MRRTIZRUIT:

o BEEHANTEHAKube-prometheusB=%, cd ~/k8s_install_files/kube-
prometheus/manifests , ZAfGH#4T vim prometheus-
kubecontrollerManagersService.yaml , JFEIXEBEIFR EEMME T30, FERNSUT:

apiversion: vl
kind: Service
metadata:
namespace: kube-system
name: kube-controller-manager
Tabels:
k8s-app: kube-controller-manager
spec:
selector:
component: kube-controller-manager
type: ClusterIP
clusterIP: None

ports:
- name: http-metrics
port: 10252

targetPort: 10252
protocol: TCP
apiversion: vl
kind: Endpoints
metadata:
Tabels:


af://n180

k8s-app: kube-controller-manager
name: kube-controller-manager
namespace: kube-system

subsets:
- addresses:
- ip: 192.168.1.107
ports:
- name: http-metrics
port: 10252

protocol: TCP

TR _BRIPIERIEMasterffERIIP, tBaJLAfEstatus->Targetsfr&Emonitoring/kube-apiserver
B9LabelsFHginstancedEdIP

e 177 kubect1 apply -f prometheus-kubeControllerManagerService.yam]

o PFIF MIARR TRINB— 1Y, FEE#E<S vim prometheus-kubeSchedulerservice.yaml ,
AR T:

apiversion: vl
kind: Service
metadata:
namespace: kube-system
name: kube-scheduler
Tlabels:
k8s-app: kube-scheduler
spec:
type: ClusterIP
clusterIP: None

ports:
- name: port
port: 10251

protocol: TCP
apiversion: vl
kind: Endpoints
metadata:
Tabels:
k8s-app: kube-scheduler
name: kube-scheduler
namespace: kube-system

subsets:
- addresses:
- ip: 192.168.1.107
ports:
- name: http-metrics
port: 10251

protocol: TCP

EEIP

o IEEHITIES kubect1 apply -f prometheus-kubeSchedulerService.yaml ., ExfEHYZ55RAN
T:



< C @ | © | ® localhost:30090/targets

Prometheus

http://10.244.4.8:3000/metrics ~ ~untime & Build Information |
Command-Line Flags |

Configuration |

monitoring/kube-apiser Rules

Targets
Endpoint Service Discovery
https://192.168.1.107:6443/metrics up |

monitoring/kube-controller-manager/0 (1/1 up)

Endpoint State

http://192.168.1.107:10252/metrics UP |

monitoring/kube-scheduler/0 (1/1 up)

Endpoint State

http://192.168.1.107:10251/metrics UP |

3.4 fllBfkube-prometheus

REWTTEANES:
kubectl delete --ignore-not-found=true -f manifests/ -f manifests/setup

Hxs%:

e Kubernetes-v1.17.4&3Zkube-prometheus-v0.5.0
e kube-prometheus githubxit

4 (FHSSHEZ B EFEKubernetestEE¥

o [tkabAMobaXtermizfEER T EfAI:

1. mEMobaxtermiy T E+=Tools FHIMobaKeyGen(SSH key generator), mFEHREWIT:


af://n221
https://blog.csdn.net/Happy_Sunshine_Boy/article/details/105708921
https://github.com/coreos/kube-prometheus
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Terminal  Sessions  View X server Games Settings  Macros  Help

@ % & 2 4 W B Y B & 2 0

Session  Servers Tools Games  Sessions Wigw split MultExec Tunnelng Packages Settings Help
Quick connect... Cgl MobaXterm SSH Key Generator I 1% b
t i ? ® s A I_ FEile Key Conyersions Help
|inomeriast —
w Mo key.
E « Name
& ~
& - .
© .ssh
.cache
® Xautharity
§ viminfo
! .sudo_as_admin_successful
= profile
g ™ bashrc
2 ™ bash_logout
= ™ bash_history
rd Actions
_.g- Generate a public/private key pair
o
-.Xj; Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
(® RSA () DSA (O ECDSA (O ED25519 () 55H-1 (RSA)
Mumber of bits in a generated key:

2. RiiGeneratetZfl, RRSFHAERAH/FAR, FEEERMNSEREEE TEIIEPRERE
&, BNERAFFNERESASE.
% MobaXterm S5H Key Generator (1B X
File Key Conversions Help

Key

Please generate some randomness by moving the mouse over the blank area.

Actions
Generate a public/private key pair Generate
| nad an avietina nrivate ke fila | nad

3. ERSEERIRINTE. Bf~ELiETLvRH, REEMRINABIIFAR, tLanaTLis E
(public key) {RfFRkid_rsa.pub3f4, (REHNERBECEE. FAHRILURTERID rsa.ppk3Zi4.
HR, ETESREESZTOMEEIE (TEREealligsits)  BUHAAEHEER, &5

EERNMEIS,



r

% ViobaXterm S5H Key G

Eile Key

Key

[41]

nerator

Conversions Help

Public key for pasting inta OpenS5SH server (~/ ssh/authorized _keys file):

shsa

BaNzaClye2EAAAABIQAAAQEAFZb¥b AwP Lv./pgQyABb D "W eGFDe
Axs708110Th1j4rdd UJJdd TUv 55 Te SU/DZIma UkgQ/8gz0s 3z 2 Te Fz05nNm Yl LisjL
ATk 3+ck 0GDGIZBW UvmzykhoQCRJWemF1dzu)dbzmSiNErAYO XHIHRD Dg¥nb

Key fingerprint :

| ssh+sa 2048 46:4c:db: F:4b:59:66:5a:c2: b:59:5a:9%¢c:b0:al: 2d

Key comment: | reatey-20200612

Key passphrase: |

Confirm passphrase: |

Actions

Generate a public/private key pair
Load an existing private key file
Save the generated key

Parameters

Type of key to generate:
(@ RSA (O DSA
Mumber of bits in a generated key:

nr:
B ] & = K

Generate

Load

Save public key Save private key

() ECDSA

® B Y B &

() ED25519

() 55H-1 (RSA)

4. WEIEBRAISRE, ATLAEMobaXtermERKuberntes&Rf, ¥JFMobaxXterm, ERANIIE

« @

Advanced SSH settings

Bl Terminal settings

',3: Network settings Bookmark settings

s
Session 'eﬁsﬂ ﬁoo\s Games  Sessions View Split MultiExec Tunneling Packages Settings Help
Quick connect... EN 13.210.45 1 14,210.45.1 EN 15.210.45.1 EN 1621045 1 BN 17. 210451 18. 210.45.1 18, 210.45.1
viT®% A I]iscri:v settings ic]
|nomenis! [
P = 3
£ - teme N aE ¥ EF 8@ @ ¥ @ = @ x e
® »
5 -.. SSH  Telnet Rsh Xdmcp  RDP FTP SFTP Serial File Shell Browser Mosh Aws S3  WSL
.ssh
.cache
w Xauthority
E viminfo ¥ Basic SSH settings
l .sudo_as_admin_successful |
= profle Remote host * [210.45.114.192 [ Spacify usemame 2 Por [sees =
)| o | oty 5 s
g = bash_logout
= ™ bash_history
«
a
H
@

X11-Forwarding

Compression

Remote environment: | Interactive shell

Execute command- ‘ | - Fac:d
SSH-browser type: ‘SFI'P protocol V| EHBED | " ‘ < X3
Bl =s] v 5
[ Use private key ‘ | * E® - 2
L id_rsa.ppk 20
Execute macro at session start: | <nones - | ]id_rsa.pub 20:
= [
=a
@ oK -
[z
=

5. BREERWT.



Authenticating with public key "rsa-key-20200612"

? MobaXterm 11.1 7
(SSH client, X-server and networking too

» SSH session to k8s@210.45.114.192
? SSH compression : v
? SSH-browser v
? X11-forwarding : v (remote display is forwarde
? DISPLAY : v (automatically set on remot

For more info, ctrl+click on help or visit our web

elcome to Ubuntu 16.04.6 LTS (GNU/Linux 4.4.0-142-generic

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

packages can be updated.
updates are security updates.

release '18.04.4 LTS' available.
'do-release-upgrade' to upgrade to it.

Last login: Fri Jun 12 22:22:21 2020 from 222.195.68.252
k8s@nodel:~$ [

i¥: fEKubernetestEEFHNER, — 1 nodeif \ZE {thnoden P EiE(EHssh nodefmS(1-11, 1
SAmaster), WfEnode1hi# Anode2dJA{#H ssh node2

5 tHKIRA R RRR T 52
5.1 AN SEHEIEE1620-G 20422 BER
o FHETEH A\ LogoRim, WTF:


af://n250
af://n257

o EHNIITHRE, FHELFE MR ctrl + i,

£B15 fivago Technologies. All rights reservy

o ZIEHENITFREL.



LS1 SAS36808(81:80)

nclosure

Enclosure

t+1 = Help

Esc = Exit F1/Shif altsh = More Keus
= =

yevice Properties

o HrEREPK enter i, HEHFESZR, —HEUITRME.

LS1 SAS3888(81:98)
UT'E Enclosure

SERGATE ST1888NMBBZ3 8886  SAS,Boot

ATA INTEL SSDSCZ2BB48 8148 SATA-SSD,Alt
SEAGATE ST1886NNEB23 8886 saS

Esc

= Exit F1/Shift+1 = Help
Alts+D =

Device Properties Alt+N = More Keys

o FEPRIBayHSLHRHETE R LAERERS, ItEACBFAEIENFE, %E?E\Mt + B
EFZEBIEABHMI, BALURATt + AIEFZFEFAFIRNENT, BARETLISEN
TFRERTSER.



lore keys for the SAS Topology display:

JR1t+B = Select or deselect a device as the preferred boot device
Alt+*A = Select or deselect a device as the alternate boot device

n a 3AS Enclosure or Expander - Expand or Collapse Itenm
" a Disk Drive - Turn on the Locate LED (wext key press turns off)

Esc = Exit F1/Shift+1 = Help
Alt+D = Device Properties Alt+N = Nore Keys
e e ==

o ERFEMRMRE, REFRE. ZENSRERSH, AEZEER pel i \BIOSIREENAIH
BIFNEIRSISE.

Dell ISt EZEMANRIE, TILEEEFFHIHIANEE ctr] + rBHTIRE, Z/EiEd F11 HA
BIOSIZE,
5.2 ¥ Ubuntu16.04 Server#{iz.
SEEE
5.3 Ubuntu 16.04 ServerZ& &R ML B ahbELE M
Ubuntu16.04.6 ServerhiZ AT iZFRMEEMUEERY, FTEELTENNEHITFNEE, BEL
BT
o {fififconfig -atJEDHFIEMN-RAIER
o {#MA sudo dhclient + W4 EEREUPHEIE, $ITAIDE(ERA ping BHTHIA
o

5.4 kubectI2ah5M

IR LAEIT journalct] -xefu kubect] SEBFEHEXABE, el — NEREEswapikEXi4, 7
LU#EH sudo swapoff -a 3kFswapFf{#FH sudo systemct] restart kubelet EEfgkubelet, HX
=

=z

5.5 BRI AMF RN K

o TtkubernetesZfUdFEH, MRAINEDEHBNRM, AL journalctl -xefu 44
 kEEBAUETEINogHE, EEELERRA. .

. Eﬁﬂ@%ﬁ,@%&Deployment/ReplicaSet/RepIicationControIIer/DaemonS?t}E, BJLUBIE
kubect1 get pods 8(& kubectl get pods -n PodfffEnamespace# # Bx&{EFD -all-
namespaces REEPoIPNEMER, MNEAIPodKIEHERBERE—IAZ, NWETLAER kubect]
describe pods pod%# -n PodffifEnamespace## SREHPodFRKINENERE., 2EFER
kubectl logs pod4#x

5.6 kubernetesM4ZHRiEHEERRA


af://n279
https://www.cnblogs.com/jimmycan/p/5980515.html
af://n282
https://blog.csdn.net/u012436149/article/details/53931310
af://n312
https://blog.csdn.net/yangqinjiang/article/details/81538539
af://n298
af://n320

5.6.1 PodBE R HDE

{65F3 kubect1 get pods -n kube-system &IlcorednsigfgibF ContainerCreatingkz.
o EEPodABIIEMIBE N kubect1 describe pod pod%# -n kube-system
o WIRERTTERIEE:

Error syncing pod
Pod sandbox changed, it will be killed and re-created.

o TILUAIN, 1% Pod Y Sandbox BESTiEIERE SR, BEMREEALUET journalctl -xefu
kubelet EF Kubelet H&, fNREZ 7RSS TNEAYE:

RunPodSandbox from runtime service failed: rpc error: code = 2 desc =
NetworkPlugin cni failed to set up pod "kube-dns-86f4d74b45-ffwjf" network:
failed to set bridge addr: "cni0" already has an IP address different from
10.244.4.1/24

XEBR—PodhEsn TS ERE, ATLA, fERkubectl logs s S EEHSRBB/IRMY, XT
kubect! logsBYfER, iES&* kubernetesfPodEIASLEEFNkubernetesHII 4,

o RRTE
o HLAEMastert m G AP odFR7ERISlave T mfghs, BREATNAIS#E2.1.4/0\ T,
SRRTEPOod#E RIS s E T FEARIE:

sudo kubeadm reset

sudo systemct] stop kubelet
sudo systemct] stop docker
sudo rm -rf /var/Tlib/cni/

sudo rm -rf /var/lib/kubelet/*
sudo rm -rf /etc/cni/

sudo ifconfig cni0 down

sudo ifconfig flannel.1l down
sudo ifconfig docker0 down
sudo ip 1link delete cniO

sudo ip 1link delete flannel.1l
##5 jikubelet

sudo systemct] restart kubelet
##% J5docker

sudo systemct] restart docker

o ZEBRESEslave TRMMAZIERF, MABNESE2.1.30, R FEAREZRIISRE
RREURIEREE T ERER:

"CreatePodSandbox for pod \" kube-dns-86f4d74b45-ffwjf
_default(78e796f5-e
b7c-11e7-b903-b827ebd42d30)\" failed: rpc error: code = Unknown desc =

N

etworkPlugin cni failed to set up pod \" kube-dns-86f4d74b45-ffwjf
_default\"

network: failed to allocate for range 0: no IP addresses available in
range set:

10.244.1.1-10.244.1.254"


af://n321
https://blog.51cto.com/wutengfei/2117648
http://hardocs.com/d/kubernetes/154-kubectl_logs.html

o MIEMastermm EHTUNTEE:

#E AR I R, BRI SHE2. 14812, 1. 50, SNEPAT T IR S
sudo kubeadm reset

sudo systemct] stop kubelet
sudo systemct] stop docker
sudo rm -rf /var/Tib/cni/

sudo rm -rf /var/lib/kubelet/*
sudo rm -rf /etc/cni/

sudo ifconfig cni0 down

sudo ifconfig flannel.1l down
sudo ifconfig docker0 down
sudo ip 1link delete cniO

sudo ip 1link delete flannel.1l
##5 jikubelet

sudo systemct] restart kubelet
##5 J5docker

sudo systemct] restart docker

#EEIAA AL AR RE

sudo kubeadm init --kubernetes-version=1.18.3 --apiserver-advertise-
address=192.168.1.107 --pod-network-cidr=10.244.0.0/16 --service-
cidr=10.96.0.0/12

mkdir -p $HOME/.kube

sudo cp -i /etc/kubernetes/admin.conf $HOME/.kube/config

sudo chown $(id -u):$(id -g) $HOME/.kube/config

o fESlaveTsm LHATINTIEER:

sudo kubeadm reset

sudo systemct] stop kubelet
sudo systemct] stop docker
sudo rm -rf /var/lib/cni/

sudo rm -rf /var/lib/kubelet/*
sudo rm -rf /etc/cni/

sudo ifconfig cni0 down

sudo ifconfig flannel.1l down
sudo ifconfig docker0O down
sudo ip link delete cniO

sudo ip 1link delete flannel.l
##5 jikubelet

sudo systemct] restart kubelet
##5 J5docker

sudo systemct] restart docker

##{liHkubeadm join¥sslave s sl A SR T

o MR FERSEMRATRERBRARE, FUT FENSE



#1. K ATH BIs1ave WAERE R

#2 . ¥imasterfhE

#3 . IEFTE T A Tsudo kubeadm resetig4
#4 WA eni AR, AW RS

sudo rm -rf /opt/cni

sudo rm -rf /run/flannel*

sudo rm -rf calcio*

sudo apt purge kubeadm kubelet kubect]
sudo apt purge kubernetes-cni

sudo apt autoremove

#5. E 2 kubeadm kubect] kubelet, Jf4%[RAERE 20 30 IR Ak 4L FR4F

5.6.2 HEMESHEXBEELCS

BT UL RERR, HAR TR R RIS A

BHG RN, bl

(L) BLE T4RM B

(2) Kubelet JTikvimEits (EPHAEIViN ger.io 75 ERpRALE

(3) FAHBAR 05 A B A R

(4) BEgARR, FHGER (ATLUE A% kubelet ) --image-pull-progress-deadline fl --
runtime-request-timeout £

CNI MIZ4ER, —MHZERE CNI MBHEAFRMECE, .

(1) kB E Pod M4

(2) T¥EAEL 1P ik

RBTLFED, FEREREETOT IEMNEEIE RERRE T ERNASRSHE.

kubernetes EIREE0ER

Kubernetes-cni issue with 1.9.0

5.6.3 kuberneteskECECNIRIEMA kubect] get nodes &ZIMnodeiltFReadyikZs

XN ATRERZAIECEISCNIFES, REEFEIRMNGE, WRALISES5.6.1PIBRSE.,
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